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KoHTenHepHaa suptyanusauusa Android

2 Hos16ps Ha SECR'2012 npeacTasneH aoknag E.batanos, A.KapTawos, K.KpuHKUH TexHonorms
KOHTerHepHOW BUpTyanm3auum onsa nnatgopmel Android

BupTyanusaums LWMPOKO NPUMEHAETCS 419 HACTOJIbHbIX N CEPBEPHbIX PELUEHNI N HAYUHaeT
3aB0oeBbIBaTb 061aCTb MOOUBHBIX YCTPONCTB. B CTaTbe paccMaTpuBaeTCs peanmsaymns
KOHTENHEPHON BUPTYanm3aumm ons ycTponcTs Ha 6a3e Android. PaccmoTpeHbl aHanoru (Cells,
VmWare Horizon Mobile, TrustDroid, EmbeddedXen). Jns nocTpoeHnss KOHTENHEPOB NPUMEHEH
MexaHu3M linux containers (LXC).

MpennaraeTcs opuUrnHanbHbI NOAX04 K BUPTYaam3aumm TenedoHnm, ayano- n Buaeo- yCTPoncTB.
MpepnaratoTcs NOANTUKK 4N MapLUPYTM3aLMm BXOASALWMNX N NCXOAALLNX BbI30BOB, @ TakXe CxeMa
MYJIbTUNIEKCMPOBAHNSA 3BYKa. BBOOMTCA NOHATME aKTUBHOIO KOHTEeHepa Android, KOTOpLIN Mo-
YMONYaHWUIO, MPUHMMAET BeCb N0JIb30BaTEeNbCKUIN BBOA, OCYLLECTBASET BbIBOA Frpadvkn Ha BUAUMYIO
061acTb 3KpaHa, NPUHUMAET BXOAALWME N OTNPABASET UCXoasLLne COobLLEHNS N 3BOHKMN.
HeaKTVBHbIE KOHTENHEpPbI BbIMOAHAIOT NPUI0XKEHNS B (hOHE, 3BYK MOXXET OblTb MUKLLMPOBAH.
Monb3oBaTeNto NPefoCTBAAETCA MHTEP(ENC NepekItoHeHNA aKTUBHOIO KOHTeNHepa. OnuncbiBaeTcs
CTpaTerns TeCTUPOBAHNS NMPON3BOANTENBHOCTU N MPOBOAMTCS aHa M3 NoTpebasemMbix pecypcos.

Virtualization is widely used for desktop and server systems and in several years it comes into mobile
world. The paper suggests approach for container virtualization for Android operating system.
Analogues (like Cells, VmWare Horizon Mobile, TrustDroid, EmbeddedXen) are described, and their
advantages and disadvantages are considered. Approach suggested by authors is based on linux
containers (LXC) mechanism. It allows virtualization of process identifiers, network resources and also
can be used for resource management on top of cgroups. For resource management in multi-
container environment new supervisor (AndCont) has been developed. Also suggested solution
includes modified Android binder driver for inter-process communications; components for
multiplexing user input; GPU and frame buffer virtualization scheme; proxy-based solution for in-
coming and out-coming messages and phone calls. Active container is introduced to define Android
0S instance which is holding user input queue and able to use physical screen for output graphical
content. Other (non-active) Android instances do output into virtual buffers which are not visible for
users and they are able to run applications in background. Special proxy-based layer has been
developed for telephony virtualization. It includes wrapper around native (proprietary) modules for
radio-interface features management and set of rules which are defining calls routing scheme. Sound
can be mixed from several applications from different containers but during a call audio tract will be
monopolized by telephony. On the power management side in paper suggested two solutions:
wake_lock() and wake_unlock() virtualization too keep sleeping state for each container;
wait_for_fb_sleep event emulation for rendering interface notification to avoid user interface updating.
Most of fixes in regular android drivers (e.g. Alarm, Audio etc) have been made by adding unique
state context for each container and adding device wide event and data multiplexor. In paper
performance testing strategy and scenarios are described; results are discussed. Adding containers
has low impact on battery power consumption but approach should be improved for better memory
usage. It's possible to run two Android with traditional applications (games, players) but set of devices
is limited for that. Performance tuning will be continued by authors.
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