2024/06/02 17:34 1/5

AHann3 ctaHgapTta 802.11

AHanus cTaHpapToOB

KpaTkui 0630p pa3siMyHbIX BbiINYyCKOB CTaHAapTa

Bce Bbinyckn cTaHdapTa 802.11, onncaHHble 34ecCb, 0OTHOCATCA K Bepcun 1999 roga.

PatuduumnpoBaHHble CTaHOaAPThI

HasBaHue OnucaHue

802.11a |54 M6/c Ha YacToTe 51T

802.11b |11 M6/c Ha 4yacToTe 2.4 Ty,

802.11g |54 M6/c Ha YacToTe 2.4 T

802.11d |dononHUTeNbHbIE peryampyoLwmne OMeHbl

802.11e |KayecTBo cepsuca (QoS)

802.11F |Inter-Access Point Protocol (IAPP)

802.11h |/36aBneHne oT UHTEPGEPEHLNN B EBPOMENCKNX CNYTHUKAX
802.11i  |CtaHpapT 6e3onacHoCTuK

802.11j PacwmpeHuns onsa dnoHun

CraHpaptbl B pa3paboTke

HasBaHue

OnucaHue

Llenb ynyyweHums

802.11k

Radio Resource Management (RRM)

ynobcTBO ynpaBneHus

MpuBeneHne BCex NpeablayLwmnx

CLUA (?)

802.11ma |OpraHu3aunoHHasa pabota ona 802.11 BbIMYCKOB K € AMHOMY OMUCaHNIo
802.11
MocTpoeHMe BbICOKOCKOPOCTHBIX ceTel C
802.11n |aHTeHHaMW MHOrOKaHasbHOro BBOAA W BbIBOLA  |NPOM3BOAUTESIbHOCTb
(MIMO)
802.11p |Cpegnbl onda TpaHcnopTa (5.9 MMw) rmbKoCTb BHEAPEHNS
802.11r  |bbICTPLIN POYMUHT Npou3BOOMUTESIbHOCTb
802.11s |becnpoBofHble mesh-ceTu rMOKOCTb BHeLpeHUs
802.11u  |BHyTpeHHAs paboTa C BHELWHUMU CETAMMU JIerKOCTb MCMNOJIb30BaHMWS
802.11v  |YnpaBneHue 6ecnpoBOAHbLIMU CETAMY yno6CcTBO ynpasnieHns
802.11w |3alLuLLeHHble ynpaBasoLwme Kaapsl 6e30nacHOCTb
802.11y OyYHKUMHUPOBaHME Ha YacToTe 3.65-3.7 Tu B FUBKOCTb BHEADPEHMUS

Ona mHorux WLAN 6e30nacHOCTb B 4oCTaToO4HOM cTeneHn obecnevynsaetca Wireless Fidelity
Protected Access 2 (WPA2), n3MeHeHUs Hy)XHbl ANS YAyYLWEeHNs yrpaBasSemMocTy 1
NPOV3BOAMNTESIbHOCTM.
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YCnewHoCTb NCNONb30BaHUA 6eCI'IpOBO,EI,HOI7I CBA3WN 3aBUCUT OT Cnenytowero:

* HOBbIE BbIMYCKM CTaHAapTa, HanpaBJ/ieHHbIE Ha YJly4LlEeHMe NPON3BOANTENLHOCTMH,
6e30nacHOCTY, HAaCTpPanBaeMOCTMN U NPOCTOThLI BHEAPEHNS;

e CroCOBHOCTb K B3aMMOAENCTBUIO C APYrMMU CTaHAapTaMu, YTO rapaHTUpyeTCs
ceptudgmkaumen Wi-Fi Alliance.

Ho rapaHTumsa B3aMMoAencTBma He obellaeT, YTOo NPOABUHYTLIE (YMTal: “HeCcTaHAapTHbIE”) CepBUCHI
nocTaswmkoB byayT paboTtaTb 6e3 cydka n 3apgopuHku. Wi-Fi Alliance byneT oT3biBaTb NNLEH3UIO
npv npobsiemax BO B3aMOAENCTBUN CO CTaHAAPTHbLIMK (PYHKUMAMN CTaHAAPTHbLIX YCTPOMCTB.

be3onacHOCTb

e CtaHgapT 802.11i pewunn camyto ocTpyto npobnemy 6€30MacHOCTU - COXPAaHHOCTb AaHHbIX -
npu nomowmn ncrnonb3osaHns AES. Ceptudukat 6esonacHocTn Wi-Fi Protected Access 2 (WPA2)
ans Hero Boinyctun Wi-Fi Alliance.

e Ctanpapt 802.11w obecneymnT LEeNoCTHOCTb AaHHbIX 1 3aLlUUTY OT rnepexsaTa ynpaBasioLwmnx
KaLpoB.

KauyectBo cepBuca (QoS)

B cBAa3n ¢ BHegpeHnem becnposogHoro Voice over IP (VoIP) nosiBunnce HoBble 3afayn. bes QoS
coegmHeHmnsa Tuna Voice over Wi-Fi (VOFi) 04eHb 3aBUCAT OT SABAEHUSA COPEBHOBAHMS 3a NOJOCY
nponycKaHus, fa)xe ecsiv CopeBHyoLmnecs Tpadp@ukm Mmanbl.

e Ctanpapt 802.11e onucbiBaeT QoS ana becnposonHom cessun. CeptudmkaT Wi-Fi Multimedia
(WMM) npoBepsieT ero B3aMmMogencTeme C gpyrumm ctaHgaptamu. Ytobbl caenatb Tpadduk
npenckasyembiM, B CTaHAAPTE UCMONb3YIOTCA 4 YPOBHS MPUOPUTETOB U APYrne MeXaHU3Mbl.
802.11e rapaHTupyeT, 4TO TpadhhnK AaHHbIX He ByaeT oTpMLUATENbHO BAMATL Ha FOI0COBOW
Tpadduk. CtaHgapT obecneymBaeT yCTPONCTBAM TaKOW XXe MPUOpUTET TErMPOBAHUSA U
yrnpaBieHus, Kak nposoaHomn Ethernet.

OpHako: HekoTopble KapTbl gocTtyna B ceTb (NIC) MeanieHHO nepektoYaloTCa Mexay To4KaMu
[0CTynNa, M3-3a Yero CHMXXaeTcsa Npon3BoaAnTenbHOCTh VOFi, Aaxe Korga ucnons3yetca WMM.

802.11n

HepocTtaTok 6eCcnpoBOAHbIX ceTen (B3aMMHOE BANSHME YaCcTOT) CTaHAApPT NpeBpaLLaeT B
LOCTOMHCTBO, NCNosb3ya TexHonoruo MIMO (multipath input, multipath output).

MIMO nepefaeT MHDOPMALMIO CUHXPOHHO MO BCEM KaHaJslaM, TEM CaMbIM YBeJIM4YNBas MOJIE3HYIO
nponyckHyt cnocobHocTb ¢ 30 M6/c (no 802.11g nnn 802.11a) go coTeH Mb6/c.
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B oTnnyme ot OPpYyrnx JIOMNOJIHEHUI CTaHAapTa, n0Tpe6yeT N3MEHEHNA B alnmnapaType.

YnpaBsieHue ceTblo

MOHWUTOPWHT N KOHTPOJIb PafNO-NCTOYHMKA.

B 6ecnpoBofHbIX ceTsx cTaHaapTa 802.11, B oTANYME OT MOBUIbHBIX SYEUCTLIX CETEN,
ynpaBnsioLen aBnseTcs cama paboyasi CTaHUUS, a He CeTb. Kaxkas CTaHUus onpeaenseT CBou
JeNCTBUS MO NepeMeLLEHNIO MO CETU 1 KOOPAMHALMNIO N0 BPEMEHW, YTO BEAET K HEMpPeACKa3yeMoMn
NPON3BOANTENBHOCTH.

e 802.11k (ynpaBneHve pagno-ucTOYHNKOM) - MOHUTOPUHI. OnpeneneH ctaHaapT
ynpasnsowen nHpopmaLum n NpoToKon. BoamoxxeH cbop Takon nHGopmaumnm, Kak cuna
CUrHana, bnvxanwme CTaHUMM U TOYKKU JOCTYyNa.

e 802.11v (ynpaBneHne 6ecnpoBOAHON CETLIO) - yNpaBieHne. BO3MOXXHOCTb CETU BAMATbL Ha
noesegeHne cTaHumMn. HanpruMep, To4Ka AOCTYyNa MOXET yKa3aTb CTaHUWUK, Ky[a 1 Koraa
ABUraTbCsA M KaKOW KaHasl UCnoJib30BaTb.

Mpobnema: HeT CTaHAapTa A9 KOHPUTYpPUPOBaHMSA 1 yNpaBaeHUs To4KaMu goctyna. Mostomy
cnepyetT nubo genate WLAN romoreHHoW, nMbo MHTepnpeTUpoBaTb BCE TOYKM AOCTYMNa Kak cpeny v
MNCNoJb30BaTb CPeACTBa YNpaBieHUs TPeTbero ypoBHS.

e B 2007 ropmy win no3xe 0XXNAAETCH BbIXOL Crneunpukaumm yrnpasiaeHna To4KamMm 4oCcTyna -
3T0 KoHTponb n Obecnevyenne becnpoBogHbix Touek pgoctyna (Control and
Provisioning of Wireless APs, CAPWAP). Cenyac HabnogaeTcs HefoCTaToOK CTaHAApTOB B
3TOM obnacTu.

BbiCTpoe nepeMelleHue

Mpn nepeMeLLeHnn CTaHLMM OT OAHON TOYKU JOCTYNa K ApYroi OHa NPOXOAUT crelylowne CTajun:

e NepeaccoumaLa C HOBOM TOYKOWN JOCTYyna,
* ayTEeHTUPMKaLMNA CTaHLMM Ha HOBOM TOYKe J0CTYNa,
e pe3epBaumsa pecypcoB ans obecneyveHuns QosS.

YepHoBuk IEEE 802.11r - bricTpoe lNepemelleHune (PoyMuHr) - cneunduumnpyeT NpoToKoN
NOATBEPXXAEHNS YCTAHOBJIEHNS CBA3M MeXAY CTaHUMeEN 1 ToYKOoM gocTyna. MpoTokon nossonseT
CTaHLUUKN NONy4YnTb cepTdukat 6e3onacHoCTM (ayTEHTUPUUNPOBATLCS) U pecypcbl Ansa obecnevyeHmns
QoS [0 nepemeLLeHMa B 30HY HOBOW TOYKK AOCTYna.

byneT ocobeHHO nosieseH peann3aumam C aBTOHOMHbIMU TOYKaMK JOCTYNa W YAyHLWINT ABUKEHNe
VoWLAN Tpacuka.

npOCTOTa MCNOJiIb30BaHUA

Ons Toro, 4Tobbl NONb30BaTENb HE Nepebupan BCe BO3MOXHbIE NAEHTU(MNKATOPLI CEPBNCOB AN
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poctyna K WLAN, npennaraeTcs Bbl4aBaTb CMIUCOK TONbKO AOCTYMHbIX CEPBUCOB (Hanpumep,
cBobOAHbIN [OCTYM, NOAAEPXKKA aKKAYHTOB iPass, 4OCTYN TO/IbKO ANS rocTen oTens), 41o n byner
peannsosaHo B 802.11u.

'MbkocTb BBOJa B AecTBUe (YyCTAaHOBKM/MCNOJIb30BaHUA)

e 802.11y no6aBUT BO3MOXXHOCTb paboTbl Ha HOBOM YacToTe B 3.65-3.7 I'Tu,

e 802.11p (WAVE, Wireless Access in Vehicular Environments) obecneynt KoMMyHMKaL 1o
TPaHCNOPTHOrO CPeACTBa M MPUAOPOXKHOM TOYKM AOCTYNa UK APYroro TPAHCMOPTHOro
cpeacTBa Ha 60J1bLLION CKOPOCTU N HEBONbLLMX PAaCCTOAHMSAX Ha YacToTe 5.9 Tu.

Ceoto nenTy B ynydweHune ctaHfapTa 802.11 y)xke BHEC/U Takume ero Bbinycku, kak 802.11h, 802.11d
n 802.11j.

BecnpoBOAHOM NapapoKc

Cetun Tna WLAN 06bI4HO, KaK H/ NapafoKcasibHO, 3aBUCAT OT NPoBOAHbIX LAN. Bbixogom B ciiyyasx,
KOrfZia 3TO HEeBO3MOXXHO UM HEMPAKTUYHO, MOXET cTaTb BecnposogHas mesh-ceTb (MOAHOCTbLIO
BecnposofHas). Takaa ayencTas geLeHTpasM30BaHHaa TOMOMOruns, rae To4ky Joctyna “snasat”
ApYyr opyra, noxoxa v Ha apxutekTypy IHTepHeTa.

e 802.11s obecneynTt mapLupyTmraumo mesh-cetn Ha ocHoBe OLSR (IETF RFC 3626), 4yTo
NO3BOJINT NPOAYKTAM Pa3/inyHbIX NOCTABLLMKOB B3aMMOAENCTBOBATL APYr C APYroMm.

HecMoTps Ha Takme pafyXHble nepcnekTusbl 60bLWMHCTBO KPYNHbIX pa3paboTok byneTt pabotaTthb
TOJIbKO C OAHUM MOCTaBLUMKOM, TaK KaK 3TO YNPOCTUT yrpaBJieHne CeTbo 1 NO3BOJINT COXPAHUTb
“yCoBepLUeHCTBOBaHMSA", KOTOPble CO34al0T NoCcTaBLWuKn nosepx 802.11s.

PekoMmMeHpauuu

®duU3nyeckumn ypoBeHb

KomnaHusam cnepyet BbibupaTs 802.11a B KayecTBe CTaHAapTa (pyHKLUMoHMpoBaHuA. 802.11a
obecneymBaeT 23 HenepekpbiBaLWLMXCA KaHana, a B 802.11b/g nx Tonbko 3. bnarogaps Takomy
KOMIMYeCTBY AOMOJIHUTENbHbIX KaHaI0B MOXHO pacCTaB/IATb TOYKM AOCTYNa C 60/1bLLION NIOTHOCTbIO
1 NCNoJIb30BaThb 6ONbLLION CNEeKTP. BONBLWNHCTBO YCTPONTB, NOAAEPKMBAIOLWMX 3TOT CTaHAAPT,
noagnepxmneatoT Takxe 1 802.11h.

802.11h obecneymBaeT aBTOMaTM4eCKMe BLIOOP KaHana n peryanpoBaHne MOLLHOCTMW.

KomnaHum crnenyet BHeAPATbL TOYKM focTyna u ceteBblie KapTbl (NIC), noaaepxvBatoLyme
802.11a/b/g.
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Netanu

wlan_primer
PaTuununpoBaHHble CTaH4APTHI

CTaHapTbl B CTaaun pa3paboTku
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